Response to Inbound Phishing
 
 Event Classification
	Use Case ID#
	Unique ID
	 
	 

	Event Description:
	SEIM has detected a possible inbound Phishing email.  It triggered based on a matching a known keyword in the subject.
	 
	 

	Event Source:
	Phishing Detection Tool
	Event Reviewer:
	Tier 1

	Event Detection Source:
	SEIM
	Event Threshold:
	XX

	Event Triggers:
	Subject contains a common word used by malicious actors.
	 
	 

	Escalation Criteria:
	· Attack source is from an Intermountain account
· A recipient submits his or her credentials.
· A breach has occurred.
	 
	 

	Additional Supporting Detail:
	How to Notify Recipients	
Submitting Decoy Credentials
Compromised Account Procedures
Phishing Keywords and Filtering
Email Flow Chart
	 
	 


 
Incident Classification
	Incident Description:
	One or more accounts have been compromised as the result of a phishing attack.
	 
	 

	Incident Report Necessary?
	Yes
	Associated Forms/Processes:
	· Notify Recipients
· Submitting Decoy Credentials
· Compromised Account Procedures
· Phishing Keywords and Filtering
 
 

	Incident Level:
	· Low – Incident is contained, no current threat to company / Users
· Medium – Threat may be contained, a threat may still exist
· High – Company data / payroll has been compromised
	 
	 

	Post-Review Necessary
	Any event that is escalated to an incident.
	 
	 


 
 
Event Tier1 Workflow
Response to a phishing email may require delegations to additional team members.
Tier 1 Investigation:
 
1. If false positive is determined:
2. Common event with identifiable patterns:
1. False Positive – Escalate to Engineering
2. First occurrence with generic subject:
2. False Positive – Tuning Not Possible
1. Review email
3. Go into “Email Tool” and search for the email.  Review to determine if it is phishing, and also look for the URL.  You should only need to perform this if you are either very certain, or cannot identify if it is a false positive.
0. If you are unable to capture the full URL from the “Email Tool” report, request that a Tier 3 or SOC Manager to pull the email from “Email Server”.
0. There are two options when reviewing an email in “Email Tool”
2. External – This shows messages from external
2. Internal – This shows messages that have been processed through “Email Tool”  View these emails to see if one has been ‘blackholed’ these ones won’t get delivered in “Email Server”.
1. Check for scope
4. Create “Data View” in both “Email Tools”, search the sender and subject for the last week or more.  Look for signs of both legitimate emails, malicious emails, and other indictors. Also look to see if any and where blocked.
0. Compare results of both channels to make sure no recipients are missed.
4. Actively monitor to channels for additional emails.
1. Notify Recipients and Perimeter Team:
5. Alert Users
0. Follow to procedure to ‘Notify Phishing Recipients’, alert from “Email Data View”.
5. [bookmark: _GoBack]Contact Perimeter Team for a block
1. Send a high priority ticket to Perimeter Team to initiate a block on the URL, and if needed add filters based unique strings from the email.  
1. Access to URL
6. If you were able to determine a URL, create an “Data View” looking for access to the site.
6. If you can determine credentials were submitted, please follow to the procedure to submit a decoy account.  An Incident Report will need to be created.
6. Actively monitor access to the URL.
1. Review the Website:
7. Test website to gather IOCs and other information.  Read ‘Reviewing Phishing Websites’ if you are not sure with how to perform this task.
1. Close Event:
8. SOC Case Created
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