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Table 1 
Scenario
· Are we contained? 
· Who clicked on the link?
· For those that did, what happened? 
· Block click site/URL's
· Purge of email system
· Did that account send any new emails? (Full SIEM Scan)
· Message: Pup up/Emergency Banner 
· Depends on level of containment
· May need to escalate to additional groups
· Forensics
· Notify agency/IR Team
· BIA
· Who are the 25 people? 
· Do you directly contact each person? 
· Password changes 
 
Inject 1
· Ransom
· File share scan 
· Secondary attack 
· All systems that need to come off network do
· Notify CIO, agency (FBI)
· Involve communications team 
· Consider network segment containment
· Bridge for technical team
· Security/Desktop in field?
· Email silence
· DR/IR: Cell phone communication option
· Impact shared services 
· ISP/hosting providers, ISAO's 
· Legal notify
 
Inject 2
· What is the state of the network
· Containment work may cause additional damage 
· Verify if incidents are related 
· 3rd party notification
· Downtime procedures
· Communication marketing, legal (extra staff) 
· Failover decisions
· Diversion decisions
· Medical devices offline 
· Timeline full failover decision executive 
 
Inject 3 
· Media/communications scanning 
· Alert entire staff
· Decision to respond to public
· Executive/technical call
· PR firm involvement/press 
· Cyber insurance contract 
 


Table 2 
Scenario
· Who got it? 
· Who clicked? 
· Tools to block? 
· Some unplug, some don't - help desk? 
· Unplugging takes away ability to scan, options for forensics 
· AV vendor - provide sample 
· Reimage Tiffany's computer - get her back to work 
· What is not known
· Devices/network behaving oddly? 
· Did any of the other 25 click? 
 
Inject 1 
· SIEM logs - what is threat vector? 
· Encrypting, reaching out to other computers? 
· Deep dive into device and attack 
· 25 users - take out email, block URL 
· 20 minutes from first call to T2 - quick response time 
· Use web filters (such as forcepoint) 
· Catch at DNS 
· Route through proofpoint to filter 
· Multiple options to assist in filtering, stopping malicious link 
· False positives ever an issue with blocking links/URLs? Miscategorization 
· Sometimes, but will evaluate requests to unblock 
 
Inject 2 
· If one user is calling, it's likely there are multiple users calling about issues 
· Help desk escalating quickly
· Escalation process activated 
· Communications exchange 
· If critical enough - command center 
· Security more involved if there are encryption efforts occurring 
· CTO would be looking at restoration of services, not yet worried about finding root cause
· Security - don't know ED, clinical procedures
· Contact vendor (such as Cerner) for IR response assistance 
 
Inject 3 
· Know they need to be preemptive in communications 
· Employees known to share outside of company within 1/2 hour 
· Communications team - very well versed in prepping for PR release 
· "A little out of hand, but on top of the situation" 
· While IT working systems/issues, Executives will be preparing 
 
Inject 4 
· Mail system likely shut down 
· Issues with mapped drives 
· Find what process is running this 
· Cyber insurance - advice services on if they should pay, not pay
· Broker to help make bitcoin/other payment
 


Table 3 
Scenario
· Issues 
· Phishing attack
· Link clicked 
· Don't turn off device due to forensics needed 
· What info is missing? 
· What network access does user have?
· Is it wireless or desktop? 
· Priorities 
· Determine full impact and cause - was it phishing or malware 
· Remove device from network, stop emails 
· Fix the gap (training, layer of protection, or new policy) 
· Business impact
· Depends on who was hit 
· How to manage impact 
· Company-wide email with info/teachings on the phishing email 
· Get email team to block link 
· Who to notify/when 
· After determining extent
· Chain of command up to C levels if warranted 
 
Inject 1 
· Issues
· Timeline seem a little unrealistic at 30 minutes to determine ransomware 
· Tiffany did it again
· Priorities
· Check other 25 machines 
· Check for other traffic indicators/segment
· Check for other potential signatures 
· Use MDR product to begin remediation
· Gather system data 
· Update stake holders on findings 
· Update company on email 
· How to manage
· Gain copy of email 
· Who else to bring in? 
· Engineering/workstation help desk
· MSSP or vendor if available
 
Inject 2 
· Issues 
· Critical application/servers down
· Critical database down
· Are they related 
· Assumption 
· Multi-prong attack 
· Missing information 
· Is network segmented? 
· What propagation can happen 
· Business Impact 
· Clinical Application 
· Workflows and ED's ability to accept more patients 
· Who else to notify?
· Is any other department experiencing issues 
· Call to director on call due to patient-care
 
Inject 3 
· Issue 
· PR 
· Who is talking to the media?
· Priorities 
· Patient care 
· PR response 
· Manage 
· Use our social media to notify and reduce panic 
 
Inject 4
· Issues
· Full on ransomware 
· Assumption 
· Only on one machine or the 25 known
· How do they manage 
· Don't pay 



Table 4
Scenario 
· Issues 
· What systems could or are affected - understand 
· Lack of information
· What type of device 
· Some forensic discovery needed 
· Actions 
· Pull emails out of the inbox > stop the bleeding 
· Track who may have already clicked the link 
· Determine what that link or attachment does 
· Block URL at proxy 
· Determine if you know and understand the threat and impact 
· Avoid turning the device off 
· Who to notify 
· IT Help desk 
· Direct manager - notifies up the chain 
· Who else to bring on
· Escalate to management within effected department (director or VP level) 
· Once the threat has been validated 
 
Inject 1 
· Issues 
· Understand if that threat is a real risk 
· What is the threat actually doing 
· Determine what her role is and what is affected 
· Priorities 
· Blocking 
· Leave device running for further investigation 
· Actions 
· System assessment
· Educate users if needed
· Adjust security controls/force controls 
· Analysis of ransomware and effect 
· Report to the ISP and other critical vendors 
 
Inject 2 
· Issues 
· Clinical impact effects patient care 
· Priorities 
· Patient care 
· Effect on business/understand impact 
 
Inject 3 
· Large scale IR plan 
· Who in the organization is authorized to speak to the media on behalf of the organization 
· Does the organization have a timeline for release of information/messages to the media 
· Social media policy for employees 


Table 5 
 Scenario 
· Phishing embedded URL - sandbox email to determine malware 
· Block in web URL, proofpoint trap, discover who clicked links and do a preemptive password change 
· Virus and malware incident - identify type and score how it effects priority of response 
· Priority 1 - desktop incident support team mobilized 
· Did Tiffany tell the truth in her report? 
· Time to submit report? 
· Can we trust Tiffany or other users? 
· Often report incorrect/inaccurate data/sequence
· Malware? 
· Best - disconnect  from network, worst-turn computer off 
 
Inject 1
· Preserve analysis for data exfiltration
· Identify which shares user had access to 
· Links/attachments open? 
· Restore data from point before attack 
· If large section of data refresh, communicate with staff 
· HIPAA guidance suggests additional compliance requirements
·  Download memory
· Ship off computer to 3rd party firm 
· Update ISAC reports - outside reporting 
· Phishing training? Once per quarter 
· Discussion/comparison of T1-T3 IT support. Is an incident defined? 
· SLA's
 
Inject 2
· Critical application team affected 
· Look at adding to playbooks - checking connections to other devices/apps 
· Why did the server die? Restoration possible? 
· Network/security leaders on bridge call 
· Business leadership on bridge call 
· Is it ransomware? 
· IT ops downtime process - major outage 
 
Inject 3
· Patient care impacted? 
· Assume ED is down at this point? Confirmed. 
· Damage control and PR 
· Monitoring social media? How does organization do that? 
· 3rd party company to help 
· Haven't figured out if it is related to ransomware 
· Media involved - CIO to step in - CIO, CSO, IT security managers, legal, compliance 
· What are we doing to stop ransomware spread? 
· Refocus on problem at hand 
· Pre-built stock communications to send to media
· Cyberinsurance activity if issue is hitting the press 
 
Inject 4 
· Shot down email? 
· One action targeted or stealthy? 
· Treated as individual incidents? 
· Threat hunting activities to determine link?
· Crypto-wallet for business? When would you pay a ransom? 
 
 
 


Table 6 
Scenario
· Not sure 
· Type of malware 
· What was link asking 
· What is attacker after 
· Priorities 
· Identify who else clicked link
· Identify link/URL
· How do you block and prevent another person from clicking it?
· Who to bring in? 
· Firewall staff 
· Email staff 
 
Inject 1 
· Issues 
· Escalate to executives 
· Info missing
· Is it at device or has it hit database? 
· How wide is the problem? 
· Who to contact 
· Alert incident manager 
· Code black: regional facility to determine whether to do paper back-up
· Communication - splash screen, overhead pager 
· IR staff should be trained for internal communication (content reviewed by PR team) 
 
Inject 2
· What to pull in? 
· Full incident response SME's 
· What to do? 
· Passwords to BC systems 
· Mass communication 
· Possible backup procedures if full network issue 
· Office admins call for BC or to divert from ED 
· To do 
· Public post - confirm same things and ensure control 
· Cyberinsurance plan 
