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[bookmark: _Toc500326306]Self-Assessment

Once you have completed the DRP, fill out the attached Self-Assessment. 

[bookmark: _Toc500326307]Approvals and Authorization 


[bookmark: _Toc500326308]Plan Review & Update History

Record the date the plan was last reviewed and updated, the names of the individual(s) who reviewed/updated the plan, and a short description to describe changes to the plan. Create additional rows on the table, if necessary.

	Date Reviewed
	By Whom

	
	

	
	

	
	




[bookmark: _Toc500326309]Plan Review & Approval History

Plan Approver - Record the date the plan was last reviewed and approved by the individual who is ultimately accountable for this system/application. Create additional rows on the table, if necessary.

	Date Reviewed
	By Whom
	Notes

	
	
	

	
	
	

	
	
	




[bookmark: _Toc388452235][bookmark: _Toc489274693]

[bookmark: _Toc500326310]Section 1:  Activation and Notification Phase
[bookmark: _Toc388452238][bookmark: _Toc489274696]
This phase defines initial actions taken once a system disruption has been detected or appears to be imminent. This phase includes activities to notify appropriate personnel and activating the Disaster Recovery Plan. At the completion of this phase, recovery measures will begin.

[bookmark: _Activation_Criteria][bookmark: _Toc500326311]Activation Criteria

The Disaster Recovery Plan may be activated if one or more of the following criteria are met. Include other criteria as appropriate. 

	Criteria
	Recovery Time Objective (RTO) Hours

	Type of outage indicates system will be down for more than RTO hours
	

	Facility housing the system is damage and may not be available within RTO hours
	

	
	



The following persons or roles may activate the Disaster Recovery Plan when one or more of the criteria above are met. Appendix A - Detailed Contact List. 

	 Name
	Role
	Contact Phone Number

	
	
	

	
	
	

	
	
	



[bookmark: _Notification][bookmark: _Toc500326312]Notification 

Identify key events or milestones, if the system were to fail, that would require specific communications to the business owners, users, suppliers, and/or vendors of the system. In the event that this system/application becomes unavailable, best practice dictates that the entities and individuals listed be contacted and provided periodic status reports. Generally speaking, the MOD should be the first point of contact followed by other applicable individual(s)/group(s). Appendix A - Detailed Contact List.

	Metric
	Who needs to be contacted
	How to contact
	Details / Notes


	System Failure
	MOD
	Cell Phone
	In the event of a system failure, the MOD should be contacted immediately

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Provide links or embedded documentation here:
	





[bookmark: _Toc500326313]Section 2:  Disaster Recovery Phase	

This phase provides recovery operations that begin after activation and notification. This phase includes activities that are focused on implementing recovery strategies to restore system, repair damage, and resume capabilities. 

[bookmark: _Toc500326314]Sequence of Recovery Activities	

Modify the following list as appropriate for the selected system recovery strategy:

The following activities occur during recovery: 
1. Identify recovery location (if not at original location);
2. Identify required resources to perform recovery processes;
3. Retrieve backup and system installation media;
4. Recover hardware and operating system (if required); and 
5. Recover system from backup and system installation media.

A detailed recovery plan can be placed in Appendix F – Detailed Recovery Processes. 

[bookmark: _Toc500326315]System/Application Recovery Task, Milestones, or Communication Plan

Identify the key system recovery tasks and milestones required to perform a cold system recovery. Assume a catastrophic event which requires recovery from bare hardware and reacquiring applicable software components from appropriate vendors. Please provide links to applicable documentation or embed applicable documentation.

A detailed recovery plan can be placed in Appendix F – Detailed Recovery Processes. 

	Host / Component Name
	Task
	By Whom
	Notes
	Estimated Time Required for Completion
	Notify Upon Completion

	
	
	
	
	Please refer to OLA “operational level agreement for this component
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Provide links or embedded documentation here:
	




[bookmark: _Toc500326316]Recovery Notification/Awareness

Provide notification and awareness updates during recovery, as appropriate, to system leadership and system users, as noted in Section 1. 

[bookmark: _Toc500326317]Section 3:  Reconstitution Phase
 
Reconstitution is the process by which recovery activities are completed and normal system operations are resumed. This phase consists of two major activities: validating successful reconstitution and deactivating the plan. 

[bookmark: _Toc500326318]Validation Data Testing

Provide procedures for testing or validation of recovered data to ensure it is correct and up-to-date. An example would be to log into the system database and check the audit logs to determine that all transactions and updates are current.

Provide links or embedded documentation here:
	



[bookmark: _Toc500326319]Cleanup

Provide clean up steps, such as dismantling any temporary recovery locations, restocking supplies, returning manuals to original locations. Include steps for returning backup/installation media to offsite data storage location, as well as conducting a full backup to prepare for future recovery efforts. 

Provide links or embedded documentation here:
	



[bookmark: _Toc500326320]Recovery Declaration and Deactivation

Once testing and validation is completed successfully, the authorized person(s) listed in Section 1 will declare recovery efforts complete and that the system has returned to normal operations. As part of the recovery declaration, system users will be notified, as listed in Section 1, and the plan will be deactivated.


[bookmark: _Appendix_A_–][bookmark: _Toc500326321]Appendix A – Detailed Contact List

	Detailed Contact Listing
	Date Last Updated
	Last Updated By

	
	
	




[bookmark: _Toc500326322]Appendix B – System/Application Basic Information  

[bookmark: _Toc500326323]System/application Aliases 

List any and all names the system/application has been known by. Create additional rows on the table, if necessary.

	Alias #1
	

	Alias #2
	

	Alias #3
	

	
	



[bookmark: _Toc500326324]System/application Status 

Provide the current status for the system/application. Please be sure to note anticipated retirement and replacement information if known. 

	Question
	Yes/No
	Actual or Scheduled Replacement Date

	Is this system/application still in use?
		
	If “No”, enter replacement date:


	Has this system/application replaced another system/application within the last calendar year?
	

	If “Yes”, enter date replaced:



	Is this system/application scheduled to replace another system/application during the coming calendar year?
	

	If “Yes”, enter scheduled replacement date:




If there is a replacement system/application, enter the information below. Create additional rows on the table, if necessary.

	Name of New Replacement System/application
	Date Entered into Production

	
	

	
	

	
	




[bookmark: _Toc500326325]System/application Purpose/Objective

Briefly describe the business/technical purpose of the system/application. If you prefer you may provide a link to or embed appropriate documentation. Expand the table size, if necessary. 

Provide links or embedded documentation here:
	




[bookmark: _Toc500326326]System/application Administrative Control & Accountability

Is this system/application owned and/or maintained by Intermountain Healthcare, 3rd party, or a hybrid solution?

	Intermountain Controlled, Vendor Controlled, or Hybrid?

	Intermountain
	

	3rd Party
	

	Hybrid
	



Provide the Intermountain/Vendor-Controlled information below that is necessary to assist others in gaining a high level of understanding related to the architecture of the system/application. A clear understanding of the system/application processes and components used by the system/application are essential to troubleshooting issues as well as assessing risk. Appendix A - Detailed Contact List.

	System/application Component/Service
	Location of Component/Service
	Contact Name
	Contact Phone #

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Provide links or embedded documentation here:	
	





[bookmark: _Toc500326327]Confidentiality Requirement	

Specify the highest sensitivity level for data classification as defined by the currently published Intermountain Policy.  Data contained in this system/application will be subject to the security controls appropriate for the specified data classification.


	Mark One
	Confidentiality

	
	1 – Public

	
	2 – Internal Use Only

	
	3 – Sensitive

	
	4 – Critical









[bookmark: _Toc500326328]Availability Requirement

Specify the criticality level most appropriate for this system/application. Select one or more levels of availability in terms of criticality for the system/application.

	Mark One
	Availability
	Critical Range

	
	Tier 0 – Intermountain Infrastructure; Absolutely critical to fulfilling Intermountain’s mission
	Restore as soon as possible 
(Initial ETA provided based on known factors impacting restoration and updated ETAs as established by Incident Commander)

	
	Tier 1 – Highly critical to fulfilling Intermountain’s mission
	Highly critical (e.g. impact to reputation, patient safety, revenue, etc.). Tier 0 + up to 24 hours. 

	
	Tier 2 – Important to fulfilling Intermountain’s mission
	Important (e.g. impact to reputation, patient safety, revenue, etc.). Tier 0 + up to 72 hours.

	
	Tier 3 – Some Impact
	Some Impact (likely minor) to business operations. Tier 0 + >72 (as resources become available)



Include published legal, regulatory, contractual, or Intermountain policy/procedure that specifies a recovery time requirement in the table below. Reference types are: Legal, Regulatory, Contractual, Intermountain Policy, and Intermountain Procedure.

	Reference Type
	Supporting 
Document & Section
	Specified 
Recovery Time

	
	
	

	
	
	



Provide links or embedded documentation here:
	



[bookmark: _Toc500326329]Designated Record Set (DRS)

Mark below if this system/application contains information that would qualify as part of a Designated Record Set. 

Definition of a Designated Record Set: A grouping of protected health information maintained, collected, or used by or for a covered entity that is an individual's medical and billing records; enrollment, claims processing, and case management record systems; or identifiable data used to make decisions about individuals. If further information is necessary, review these additional sources: 
· DRS Definition:  
	



· Individuals’ Right under HIPAA to Access their Health Information 45 CFR § 164.524
· Questions and Answers about HIPAA’s Access Right


	System Contains a DRS?

	Yes
	

	No
	

	Not Sure
	Request a Review




[bookmark: _Toc500326330]Personally Identifiable Information (PII)

Mark below if this system/application contains information that would qualify as Personally Identifiable Information (PII).

Definition of Personally Identifiable Information: NIST Special Publication 800-122 defines PII as "any information about an individual maintained by an agency, including (1) any information that can be used to distinguish or trace an individual‘s identity, such as name, social security number, date and place of birth, mother‘s maiden name, or biometric records; and (2) any other information that is linked or linkable to an individual, such as medical, educational, financial, and employment information." 
For example, a user's IP address as used in a communication exchange is classed as PII regardless of whether it may or may not on its own be able to uniquely identify a person. 

	System Connects to PII

	Yes
	

	No
	

	Not Sure
	Request a Review




[bookmark: _Toc500326331]Payment Card Industry (PCI)

Mark Below if this system/application stores, processes, or transmits PCI data (specifically credit card number or transaction authorization information from the card processor). 

Definition of PCI: The people, processes and technology, including any connected system components that store, process, or transmit cardholder data or sensitive authentication data. If further information is necessary, review these additional sources:

· Payment Card Industry Data Security Standard - Wikipedia
· PCI Data Security Standard Requirements and Security Assessment Procedures Version 3.2
· PCI DSS Compliance


	System Contains, Stores, Transmits, or Connects to another System/application that Processes PCI Data

	Yes
	

	No
	

	Not Sure
	Request a Review




[bookmark: _Toc500326332]Financial Reporting Controls (FRC)

Mark below if this system/application is subject to Financial Reporting Controls (FRC).

Definition of FRC: FRC includes the following:
· Systems that are necessary to ensure materially accurate financial reporting
· Includes Intermountain systems that impact SelectHealth finances and other financially significant applications

	System Contains FRC

	Yes
	

	No
	

	Not Sure
	Request a Review




[bookmark: _Toc500326333]System/application Diagnostics

Provide evidence of the existence of processes, procedures, tools, performance metrics and/or methodologies used to monitor and maintain the system/application. Include change management processes, system integrity, and testing of the system/application.

Provide links or embedded documentation here:
	




	Is This System/Application Subject to the IS Change Management Process?

	Yes
	

	No
	

	Not Sure
	Request a Review



RFC Process Documentation


[bookmark: _Toc500326334]System Composition

Identify the key components of this system/application. This includes individual hosts, their function within the system, physical locations, technical specifications such as hardware and software versions, etc.
If you have documentation which provides the information requested, you may provide links to the documentation or embed copies of the documentation.

	Host / Component Name
	Virtual Machine
	Function
	Physical Location
	Technical Specifications
	Vendor
	Notes

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



[bookmark: _Toc520775963]Provide links or embedded documentation here:
	



If there are maintenance and technical aspects of the system/application provided by a different Intermountain team, vendor, or provider, specify the teams, vendors, or providers and the components which each is accountable to maintain. Appendix A - Detailed Contact List.

	Host / Component Name
	Intermountain Team
Vendor Name
Provider Name
	Description of Function
	Contact
Information

	Virtual Linux Server
	Linux/Unix SA Team
	Base server upon which to add specific software related to this system/application
	Cell Phone

	
	
	
	

	
	
	
	

	
	
	
	



Provide links or embedded documentation here:
	



[bookmark: _Toc500326335]System/application Dependencies

List the dependencies in the table below that this system/application is directly dependent upon being available and functional. Add as many applications/systems as you are aware of. Include additional rows to the table or provide a link/embedded document as necessary.

DIRECTLY DEPENDENT is defined as an application or system that is no more than one level up on a dependency chart.

Example: If the system/application is Microsoft Office, one level up may be Operational Computer, which MS Office would need to run. Appendix A - Detailed Contact List.

Upstream Dependencies
	Master ID 
	System/application Name
	Business Owner
	Contact Info

	TBD
	Operational Computer
	Client Field Services?
	Cell Phone

	
	
	
	

	
	
	
	

	
	
	
	



Provide links or embedded documentation here:
	





List the dependencies in the table below that directly depend upon this system/application being available and functional. Add as many applications/systems as you are aware of. Include additional rows to the table or provide a link/embedded document as necessary.

Example: If the system/application is an Operational Computer one level down may be Microsoft Office, which MS Office would need to run. Appendix A - Detailed Contact List.

Downstream Dependencies
	Master ID 
	System/application Name
	Business Owner
	Contact Information

	TBD
	`Microsoft Office
	Client Field Services?
	Cell Phone

	
	
	
	

	
	
	
	

	
	
	
	



Provide links or embedded documentation here:
	




Assuming Infrastructure is in place (Power, network, internet, servers, database, storage, security, etc.), include any other dependencies. Appendix A - Detailed Contact List. 

Other Dependencies
	Type 
	Business/Team or Individual’s Name
	Contact Information

	
	
	

	Intermountain Team
	
	

	Individual
	
	

	
	
	



Provide links or embedded documentation here:
	



[bookmark: _Toc500326336]Miscellaneous Critical Information

Summarize any other miscellaneous critical information that should be known about the system to allow decisions regarding recovery process, criticality to the enterprise, security considerations, account information, “gotchas”, software licensing information, etc. 

If documentation, workflows, graphical representations of the system/application that describe its functionality, and/or interaction with other applications/systems exist, please include links or embedded documentation below.

Provide links or embedded documentation here:
	



[bookmark: _Toc500326337]Appendix C – Data Backup Processes	

Intermountain has a published procedure which prescribes requirements for system/application backups. Please review the currently published Intermountain procedure which describes Intermountain’s expectations for creating and maintaining backups of all Intermountain applications/systems.

[bookmark: _Toc500326338]Backup Status

	
	
	



[bookmark: _Toc388452241][bookmark: _Toc489274699][bookmark: _Toc500326339]Appendix D – Testing and Revision Processes	

[bookmark: _Toc500326340]Test Plan

A recovery plan is not useful if it is not fully operational. Document the process by which this recovery plan is to be tested.  If the system/application had a significant event, outage, or a back-out plan was used in the last year, it may fulfill testing requirements, providing there is documented evidence. Consult with leadership to determine if this testing is sufficient, or if further testing is required. For the sections below please fill out the information requested. If you prefer you may provide a link to or embed appropriate documentation.

	Test Frequency
	Date Last Tested

	
	



	Installation Order (if required)
	Host / Component/ Application Name
	Test activity
	By Whom
	Notes

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



Provide links or embedded documentation here:
	



[bookmark: _Toc500326341]Results of Test Plan

It is imperative that your test/recovery plan be operational. Please provide evidence of completion of your test plan including the following steps:
1. An image of what is currently on the server: 
2. Please include an ISO image or other useable restore state
Describe the nature of the Production/Testing/Development environments related to the server and applications.	
3. The ability to bring a server back on line from either the image or from other startup media.   (Please include a screenshot and any other relevant evidence illustrating a completed installation).  Include this step if possible, if this step is absolutely not possible; please include a restore state snapshot and a current production system snapshot for comparison.  Also include the comparison illustrating whether or not the restore state matches the current system.  If your system has a failover, please make a note of that here.
4. Compare the restored state to the previous state in #1.
5. Run end user type functionality testing for each application from the same test plans from #2 and compare.  Is your system completely operational?  Can a user complete all necessary functions/applications? OR how will you know if the system is completely operational?
If you’re satisfied that the system is giving the same results from pre-restore to post restore, then you know the BC/DR plan is operational. If you prefer you may provide a link to or embed appropriate documentation.
Provide links or embedded documentation here:
	

	



Updates to this plan should be made with acquisition of new equipment, upgrading of systems, gaps found during testing, and changes in: 
· personnel 
· location, facilities, and resources 
· legislation 
· processes, or new or withdrawn ones
· risk (operational and financial)
[bookmark: _Toc500326342]Appendix E – Copies of DRP/Documentation

The DRP and other documentation must be stored in at least two encrypted electronic locations, which may include any of the following: 
	Electronic Location
	Yes/No
	Notes

	
		
	


	PC Hard Drive
	

	

	Mobile Device (cell phone, tablet, etc.)
	

	

	Encrypted USB Flash Drive 
	
	

	Other 
	
	



Hard copy versions of the DRP and documentation must be stored in at least two secured locations: 
	Hard Copy Location
	Yes/No
	Notes

	Work
		
	


	Other
	

	



	Each team member has access to the DRP/documentation in physical/electronic formats?

	Yes
	

	No
	



[bookmark: _Appendix_B_–][bookmark: _Appendix_F_–][bookmark: _Toc500326343]Appendix F – Detailed Recovery Processes

Include any detailed recovery procedures for the system, which may include items such as:
· Keystroke-level recovery steps;
· System installation instructions from tape, CD, or other media;
· Required configuration settings or changes;
· Recovery of data from tape and audit logs; and
· Other system recovery processes, as appropriate.

Provide links or embedded documentation here:
	


	





[bookmark: _Toc500326344]Appendix G – Executive Summary

The information in this document makes up part of an overall departmental disaster recovery plan but it is not intended to capture the overall disaster recovery efforts or business continuity plans that may exist within a specific department or business unit, instead, the information in this document is focused on the disaster recovery efforts to recover and safeguard sensitive information at Intermountain covered under the federal HIPAA security rule, specifically to the named Disaster Recovery Plan application or system.

Purpose: This plan is to enable the sustained execution of mission critical processes and information technology systems in the event of an extraordinary event that causes these systems to fail minimum production requirements.    

Scope:  Insert information on the specific system, location(s), Facility division(s), technical boundaries, physical boundaries, and business boundaries.


This document includes the following sections:
· Approvals and Authorizations – Instructions on how to request/review approvals and/or authorizations to changes to a disaster recovery plan for a specific system or application
· System/Application Basic Information – Section includes basic information on a specific system or application
· Disaster Recovery Processes – Section devoted to capturing planned or established (implemented as needed) procedures to restore any loss of data
· Data Backup Processes – Section devoted to capturing planned, established/implemented procedures to create and maintain retrievable exact copies of electronic protected health information. 
· Testing and Revision Processes – Section devoted for capturing plans, procedures for periodic testing and revision of contingency plans 
· Appendices – Detailed Contact List, Detailed Recovery Processes, Executive Summary, Applicable Provisions and Directives


[bookmark: _Toc489274691][bookmark: _Toc500326345][bookmark: _Toc388452233]Appendix H – Applicable Provisions and Directives
The development of the Disaster Recovery Plan is required by executive decisions and to meet regulatory mandates.  Management must maintain an information assurance infrastructure that will ensure that its information resources maintain availability, confidentiality, integrity, and non-repudiation of its data.  Furthermore, management must ensure their strategic information resources management capabilities.  Therefore, the Disaster Recovery Plan is being developed in accordance with the following executive decisions, regulatory mandates, provisions, and directives: 

· Actions related to the implementation specification of the HIPAA Security Rule dealing with Administrative safeguards §164.308(a)(7) in that it will assist business units at Intermountain to respond to an emergency or other occurrence that can cause damages to systems that contain sensitive information (e.g., ePHI, PCI, PII, etc.). 

· Office of Management and Budget Circular A–130, Revised (Transmittal Memorandum No. 4), Appendix III, Security of Federal Automated Information Resources, November 2000

· Computer Security Act of 1987, Public Law 100-235, January 1988

· Presidential Decision Directive 63, Critical Infrastructure Protection, May 1998

· Presidential Decision Directive 67, Enduring Constitutional Government and Continuity of Government Operations, October 1998

· Executive Order 12656, Assignment of Emergency Preparedness Responsibilities, November 1988

· NIST Special Publication 800-34 Rev. 1, Contingency Planning Guide for Federal Information Systems, May 2010

· DOJ Order 2640.2D, Information Technology Security, July 12, 2001.

The Disaster Recovery Plan is designed to be in accordance with the strategic intent of the Intermountain Healthcare’s functional and operational mission.


[bookmark: _Toc500326346]Appendix I – Glossary of Terms

http://ws680.nist.gov/publication/get_pdf.cfm?pub_id=913810

https://training.fema.gov/emiweb/is/icsresource/assets/icsglossary.pdf
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DRS Definition.pdf
Information Sources:

The information included in the body of this document is intended to streamline and
simplify the process for determining types of information included in a “Designated
Record Set”. The information below originated from the following information sources. If
additional clarification is required, refer to the authoritative information sources listed
below:

Individuals’ Right under HIPAA to Access their Health Information 45 CFR § 164.524
https://www.hhs.gov/hipaa/for-professionals/privacy/quidance/access/index.html

FAQs on Access Guidance:
Individuals’ Right under HIPAA to Access their Health Information 45 CFR § 164.524
https://www.hhs.gov/hipaa/for-professionals/privacy/quidance/access/index.html

l. Purpose:

Individuals have the right to inspect, obtain a copy, and request amendments to
protected health information (PHI) about themselves. PHI includes medical record and
billing information maintained in a “designated record set.” An individual has the right to
access the designated record set as long as it is maintained. The purpose of this policy
is to identify those records that comprise the designated record set.

[I. Definitions:

A “designated record set” is a group of records consisting of one or more of the
following types of information about individuals:

(1) A group of records maintained by or for a health plan or health care provider,
that is:

a. The medical records and billing records about individuals maintained
by or for a covered health care provider;

b. The enrollment, payment, claims adjudication, and case or medical
management record systems maintained by or for a health plan; or

c. Used, in whole or in part, by or for the health plan or health care
provider to make decisions about individuals.

d. For purposes of this definition, the term record means any item,
collection, or grouping of information that includes protected health
information and is maintained, collected, used, or disseminated by or





for a health plan or health care provider.

(2) information that is a subset of health information, including demographic
information collected from an individual, and

(3) Is created or received by a health care provider, health plan, employer, or
health care clearinghouse; and

(4) Relates to the past, present, or future physical or mental health or condition of
an individual; the provision of health care to an individual; or the past,
present, or future payment for the provision of health care to an individual;
and

a. That identifies the individual; or

b. With respect to which there is a reasonable basis to believe the
information can be used to identify the individual

(5) Includes individually identifiable health information that is:

a. Transmitted by electronic media;

b. Maintained in the internet, extranet, leased lines, dial-up lines, private
networks and those transmissions that are physically moved from one
location to another using magnetic tape, disk or compact disk media; or

c. Transmitted or maintained in any other form or medium.

(6) Notes recorded (in any medium) by a health care provider who is a mental
health professional documenting or analyzing the contents of conversation
during a private counseling session or a group, joint, or family counseling
session and that are separated from the rest of the individual’s medical
record. Psychotherapy notes exclude medication prescription and monitoring,
counseling session start and stop times, the modalities and frequencies of
treatment furnished, results of clinical tests, and any summary of the following
items: diagnosis, functional status, the treatment plan, symptoms, prognosis,
and progress to date.

lll. Exclusions to the Designated Record Set:
The designated record set excludes records that do not pertain to medical treatment,
billing, insurance coverage, payment, or claim adjudication, and are not otherwise used
to make decisions about the individual. Examples of excluded records include:

i. “Shadow” records. Files maintained by clinicians that contain only copies of






information otherwise located in the designated record set. Shadow records
contain no new or original documents and are maintained merely for the
convenience of clinicians.

ii.  Quality Improvement. Risk management records, quality assessment and
improvement records, and peer review records that are used for operational
analyses and not for making decisions about patients.

iii.  Excludes individually identifiable health information in:

a. Education records covered by the Family Educational Right and Privacy
Act, as amended, 20 U.S.C. 1232g including records described at 20
U.S.C. 1232g(a)(4)(B)(iv) as follows:

1. of students who are 18 years or older or are attending post-
secondary educational institutions,

2. maintained by a physician, psychiatrist, psychologist, or
recognized professional or paraprofessional acting or assisting in
that capacity,

3. that are made, maintained, or used only in connection with
the provision of treatment to the student, and

4, that are not available to anyone, except a physician or
appropriate professional reviewing the record as designated by the
student.

b. Employment records held by a health plan or health care provider in its
role as employer.






